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Chapter | Introduction
1.1 Overview

Milesight AloT Indoor Parking Management Suite is designed for indoor parking
management. Ultrasonic sensors are used to detect the occupancy of parking spaces,
and the information is reported to the parking management system through the
gateway, so as to guide users to quickly find free parking spaces and reduce
congestion and additional emissions caused by searching for parking spaces. Besides,
based on Al algorithm, the professional Supplement Light Al LPR Camera generates
reliable traffic insights to improve safety and mobility. Make parking easy and smart

with AloT!

1.2 Related Products

Product

Name : Key Features

» Al-powered LPR Algorithm

» Integrated Supplement Light

» Clear Capture of Dynamic License
Plates

» Superior Image Quality for 24/7

Traffic Monitoring

Wiegand Protocol Supported

Versatile Interfaces

' > IP65Ratng

t > Outstanding Performance

| Semi-Industrial LoORaWAN® : > New Generation of LoRa Chip

i » Low Power Consumption

e

e

P>

I

I

I

!t

| Supplement Light Al LPR
iMotorized Pro Bullet Plus
i Network Camera

i Note: You can also choose
E other models from the
é Milesight Al LPR Series.
I
L
I
I
I
I
I
I
I
I
I
I
I
I
I
I

YV VY

i Gateway UG65 )
! Deep Penetration

High Capacity
Multiple Backhaul Connectivities
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i > Compatible with Multiple Network

: Servers

S Flexible Installation
e e L T .

i » Eye-Catching Design

I

i » Massive Connectivity

I

o i » Blind Spot Coverage

Mini LoRaWAN® Gateway |

i » Gateway Fleet
uUG63 ! i
! » Listen Before Talk
! » Low Power Consumption
I » High Compatibility
Dual Ultrasonic Sensor
IP67 Waterproof

b
>
LoRaWAN® Ultrasonic !
P> LoRaWAN® Based
: >
: >

Distance/Level Sensor

Easy Configuration (via NFC)
3-Axis Accelerometer

1.3 How it Works

® Sensor EM310-UDL: Detect the occupancy status of a single parking space

® UG65/UG63 LoRaWAN® Gateway: Receive the parking space occupation
information detected by the sensor and transfer it to the parking management
system.

® Supplement Light Al LPR Camera: Detect vehicle information and linkage with

gate and the parking management system.

1.4 Benefits of the Solution

v Intelligent Al-powered LPR Algorithm
Superior image quality with the highest performance sensor and cutting-edge image
processing technologies ensure the best performance of embedded Al analytics.

Precise recognition results of number plate, vehicle type, vehicle color and plate color
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are all set to boost intelligent parking traffic solution right away.

v" LoRa Outstanding Performance

LoRa technology is a new wireless protocol designed for remote connectivity and
low-power communication, eliminating the cumbersome wiring process for parking
systems. With the latest Semtech LoRa Chip and a 64-bit quad-core CPU, the
LoRaWAN® Gateway supports receiving data from up to 8 end-devices at the same
time, handles more traffic with less power consumption, and has a line of sight of
around 15km in open area, making it ideal for a variety of applications.

v" Low Power Consumption

The low power consumption of sensors and gateways greatly saves the users system
maintenance costs and provides a cost-effective option for parking management.

v" Dual Ultrasonic Sensor

The advanced sensor EM310-UDL uses a dual ultrasonic beam with a measurement
range from 3 cm to 450 cm, resulting in an ultra-short blind spot, which provides
high-precision parking space occupancy information for parking management
systems.

v Flexible Compatibility

To maximize the usability and compatibility, the Supplement Light Al LPR Camera
supports CGI/APIs and Wiegand Protocol, which allows the easy open integration with
third-party VMS or platforms, realizing the access control solution. And the MQTT
protocols offers a wide range of options for data processing.

v' Easy Configuration
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The low power consumption and integrated design and cellular support save a lot of
tedious wiring process, making the product environment more adaptable and the

overall deployment more simple and convenient.

1.5 Related Documents

Supplement Light Al LPR Camera

http://www.milesight.com/static/file/en/download/datasheet/ipc/Mil
Datasheet esight-Supplement-Light-Al-LPR-Motorized-Pro-Bullet-Plus-Network-
Camera-Datasheet-en.pdf

http://www.milesight.com/static/file/en/download/user-manual/ipc/
Milesight-Network-Camera-Quick-Start-Guide.pdf

Quick Start Guide

Sensor EM310-UDL

https://resource.milesight-iot.com/milesight/document/em310-ud|-d
atasheet-en.pdf

Datasheet

https://resource.milesight-iot.com/milesight/document/em310-udl-us
er-quide-en.pdf

User Manual

UG65 LoRaWAN® Gateway

https://resource.milesight-iot.com/milesight/document/ug65-datash

eet-en.pdf
https://resource.milesight-iot.com/milesight/document/ug65-quick-g

uide-en.pdf
https://resource.milesight-iot.com/milesight/document/ug65-user-qu

ide-en.pdf
UG63 Mini LoORaWAN® Gateway

Datasheet

Quick Start Guide

User Manual

https://resource.milesight-iot.com/milesight/document/ug63-datash
eet-en.pdf
https://resource.milesight-iot.com/milesight/document/ug63-quick-g
uide-en.pdf
https://resource.milesight-iot.com/milesight/document/ug63-user-qu

ide-en.pdf

Datasheet

Quick Start Guide

User Manual


http://www.milesight.com/static/file/en/download/datasheet/ipc/Milesight-Supplement-Light-AI-LPR-Motorized-Pro-Bullet-Plus-Network-Camera-Datasheet-en.pdf
http://www.milesight.com/static/file/en/download/datasheet/ipc/Milesight-Supplement-Light-AI-LPR-Motorized-Pro-Bullet-Plus-Network-Camera-Datasheet-en.pdf
http://www.milesight.com/static/file/en/download/datasheet/ipc/Milesight-Supplement-Light-AI-LPR-Motorized-Pro-Bullet-Plus-Network-Camera-Datasheet-en.pdf
http://www.milesight.com/static/file/en/download/user-manual/ipc/Milesight-Network-Camera-Quick-Start-Guide.pdf
http://www.milesight.com/static/file/en/download/user-manual/ipc/Milesight-Network-Camera-Quick-Start-Guide.pdf
https://resource.milesight-iot.com/milesight/document/em310-udl-datasheet-en.pdf
https://resource.milesight-iot.com/milesight/document/em310-udl-datasheet-en.pdf
https://resource.milesight-iot.com/milesight/document/em310-udl-user-guide-en.pdf
https://resource.milesight-iot.com/milesight/document/em310-udl-user-guide-en.pdf
https://resource.milesight-iot.com/milesight/document/ug65-datasheet-en.pdf
https://resource.milesight-iot.com/milesight/document/ug65-datasheet-en.pdf
https://resource.milesight-iot.com/milesight/document/ug65-quick-guide-en.pdf
https://resource.milesight-iot.com/milesight/document/ug65-quick-guide-en.pdf
https://resource.milesight-iot.com/milesight/document/ug65-user-guide-en.pdf
https://resource.milesight-iot.com/milesight/document/ug65-user-guide-en.pdf
https://resource.milesight-iot.com/milesight/document/ug63-datasheet-en.pdf
https://resource.milesight-iot.com/milesight/document/ug63-datasheet-en.pdf
https://resource.milesight-iot.com/milesight/document/ug63-quick-guide-en.pdf
https://resource.milesight-iot.com/milesight/document/ug63-quick-guide-en.pdf
https://resource.milesight-iot.com/milesight/document/ug63-user-guide-en.pdf
https://resource.milesight-iot.com/milesight/document/ug63-user-guide-en.pdf
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Chapter Il Settings
2.1 Camera Settings

2.1.1 Hardware Overview

microSD/SDHC/SDXC Card Slot

Reset |
) Wiegand/Alarm
Ethemnet Port (PoE) /Audio

¢ Nam Audc
Peretm |

¥
i

= liany ==

)r - - IR LED Light

Note: Switching to web side to use Wiegand and Alarm Output.

2.1.2 Hardware Installation

Please deploy the cameras at the entrance and exit of the parking lot to detect
vehicle information and linkage with gate and the parking management system.
To increase the accuracy of license plate recognition, be sure to install the LPR
cameras properly to capture the license plates with the correct image size, lighting
conditions and camera angle. The following highlights are the precautions of installa
tion angle:

A. Installing the camera in front of the vehicle (Recommended):

The captured image should be filled with a full width of the vehicle.

B. Installing the camera slightly to the side:
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To avoid capturing unnecessary contents in the image, the camera should be install
ed in a higher position(Vertical angle is less than 30°; Horizontal angle is no more th

an 30°; Tile angle is less than 5°) to capture the front part of the vehicle.

0

Horizontal angle is no Tilt angle is less than 5°
more than 30"

* Here only introduce the installation location, for detailed installation steps, please

‘ refer to Milesight Network Camera Quick Start Guide.

2.1.3 Access to Web GUI

If the network segment of the computer and that of the camera are different, please
follow the steps to change the IP address:

Step1: Change the IP address of computer to 192.168.5.0 segment, here are two ways
as below:

a. Start—Control Panel—Network and Internet Connection—Network

Connection—Local Area Connection, and double click it;
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Intemet Pratocol Version 4 (TCP/IPv) Properties [
General

You can get IF settings assigned sutomatically if your network supports
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.
{7) Obtain an IP address automatically
{@ Use the following IP address:
P address: 192.168. 1 .10
Subnet mask: 255 .755 .255 . 0
Default gateway: 2 .168 . 1 . 1
Obtain DNS server address automatically

i@ Use the following DNS server addresses:

Preferred DNS server: 192 168 . 1 . 1

Alternate DNS server:

[ validate settings upon exit
[ o J[ cana |

b. Click “Advanced”, and then click “IP settings”--> “IP address”--> “Add”. In the
pop-up window, enter an IP address that in the same segment with Milesight network
camera ( e.g. 192.168.5.61, but please note that this IP address shall not conflict with

the IP address on the existing network);
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puanced 1o oo =

IP Settings

DNS WINS

IP addresses

1P address
192,168.1.10

Default gateways:

Gateway
192,168.1.1

[7] Automatic metric

Subnet mask
255,255,255.0

[ Add...

| [ Edit..

Metric
Automatic

][ Remaove ]

Add...

| [ Edt..

H Remove J

[ ok

) (e

TCP/P Address ‘ M

IP address: 192 .168 . 5 .61
Subnet mask: 255 ,255 .255 . 0

Step2: Start the browser. In the address bar, enter the default IP address of the

camera: http://192.168.5.190;

Step3: You need to set the password first when using it for the first time. And you can

also set three security questions for your device after activation. Then you can log in

to the camera with the user name (admin) and a custom password.

0 Notes

® Password must be 8 to 32 characters long, contain at least one number and one

letter.

@ You can click the “forget password” in login page to reset the password by answering
three security questions when you forget the password, if you set the security

questions in advance.
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Step4: After login, please select “Settings” — “Network” — “Basic” — “TCP/IP”. The

Network Settings page appears (Shown as below Figure);

Milesight Network Camera

Step5: Change the IP address or other network values. Then click “Save” button;

Step6: The change of default IP address is completed.

2.1.4 LPR Settings

@ Notes

Here only introduce the configuration related to this solution, for more camera

configuration, please refer to Milesight Network Camera User Manual.

(1) General

Step1: After log in the web, go to “LPR “— “Settings“— “General”.

Check the checkbox “Enable LPR”, you can draw the screen to select area interested.
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[Enable LPR]: Automatic license plate recognition after it is enabled.

[Country/Region]: You can select the country/region to use the LPR function.

Step 2: Detection Settings.

You can draw the screen to select four areas interested. The area as shown in the

blue box below, it will also display pixels above each area.

Enabile LFR

Effesciive Region 9 Nomal Avanoed
Image Sedtings »
| Detection Region (1)

&
P
RO 3 Z2
Fd
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Detection Settings ~

| Detection Region (7)

D Name Operation
1 ROI1 2 8
2 ROI2 Z g
3 ROL3 2 B
4 ROI4 g g

Delete All

| Detection Settings

Processing Resolution 12807720

Detection Trigger Always

Confidence Level 4 —

Repeat Plate Checktime 0 ms (0-60000)
Features Identification All

Plate Color Vehicle Type
Veicle Color Detection Region
Direction Country / Region

[Detection Region]: You can set up to 4 ROI areas by drawing the screen. If you
choose Normal, it supports configuring the LPR detection regions for the current area.
If you choose Advanced (Only for PTZ series), it supports configuring different LPR

detection regions for different PTZ presets(Only support Preset 1~4 so far).

Enable LPR
Erectve Region ol
Effective with Preset Preset 1 | Call
Image Settings Preset 1 >
Preset 2
Detection Settings >
Preset 3
LPR Message Post Seffifgs  praget 4 >
Schedule Settings >

[Processing Resolution]: Default selected resolution is 1280*720. Users can choose

different resolution according to the network environment.
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| Detection Settings

Processing Resolution 1280%720
Detection Trigger 1920%1080
12807720

Confidence Level

[Detection Trigger]: If you choose “Always”, camera will always detect the license
plate. If you choose “Alarm input”, camera will only detect the license plate when
Alarm Input is triggered.

[Confidence Level]: You can set the confidence level from 1 to 10. When the
confidence level of the license plate is higher than the set confidence level, it will push
the license plate image to the logs interface.

[Repeat Plate Checktime]: Set the time interval for repeatedly reading license plates
to effectively avoid duplicate identification of parking vehicles.

[Feature Identification]: Check Plate Color, Vehicle Type, Vehicle Color, Detection
Region, Direction, Country / Region or All to enable Features Identification, it will

display the corresponding information on the logs interface.

& Notes

(@ The optimal recognize license plates interval of Milesight LPR cameras is within
90-150 PX.

@ For better performance, please choose the appropriate resolution in advance.

Step 3: Schedule Settings. You can draw the schedule by clicking. And then click
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[Save] or [Delete] after setting. You also can copy the settings to other channels.

Schedule Settings

2« 100 :0-2:0 |EHEE =z -

Sun.

Mon.

Tue.

Wed.

Fri.

Sat.

- SelectAll || ClearAl

Sun.

Mon.

Tue.

Wed.

Fri.

Sat.

SelectAll | | Clear Al

Step 4: Don't forget to click “Save” after finishing all settings.

(2) Advanced

In the interface, you can set display information on snapshot of license plate
recognition, and also customize the file name of snapshots which are uploaded via

FTP or Email or stored on local LPR Picture File Path.
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@ English~ & admin ~

[Snapshot OSD]

Note: Snapshot OSD font color and Image OSD font color are

Milesight Network Camera @ Engish v & admin v
& Media > | Genera Advanced List Management
@ @ Network )2
-
R & o
[ Event > o °
& o Pz
& ® LPR N &
| .
=
!
| N .
Item i Function Introduction
I
_________________________ i_._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._.
I
i Small/Medium/Large are available for OSD information.
I
i
I
Font Size i Note: Snapshot OSD font size and Image OSD font size are
I
i
I
E corresponded.
_________________________ e e
I
! Enable to set different colors for OSD information.
Font Color |
i
i
i
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OSD Information
When license plate is recognized and the alarm is triggered, the

snapshot of license plate recognition will show as below:

2020-10-10 20:04:09 RT578N Position

i corresponded.
_________________________ ;-._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._.
I
i Check the checkbox to select background color of snapshot OSD
I
Background |
I
i information.
I
Color :
E Note: Background color cannot be the same with font color.
_________________________ e ettt
i
OSD Position : Check the checkbox to show OSD information position
_________________________ et ettt ettt ettt
I
t Customize the OSD content. You can set OSD Information as
|
: shown
|
: below:
i
E OSD Infomation ] A
i
i Plate
i License Plate Plate Type Plate Color
I
i Vehicle
E Vehicle Type Vehicle Color Direction
i Speed
I
i Other
I
i Time Position Device ID
é Detection Region Device Name Line Break Character
i
I
i
i
i
i
i
i
i
i
i
y
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i
i

[Snapshot File Name]
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l‘{ilesight Network Camera @ Engish~ & admin v
@ Network 3 -
© N
B Event > o - -
(‘f T2 Item of File Name Al
==
T
| A .
Item i Function Introduction
I
_________________________ e e e et e et e e e oo e e
I
1“7 “ " and Space are available for File Name Separator format.
I
Separator i
I
i The default separator is “-".
I
_________________________ A
I
! You can customize the snapshot file name according to items
i
!
! chosen.
i
I
I ftem of File Name All
I
i Plate
Item of File Name : License Plate Plate Type Plate Color
: Vehicle
: Vehicle Type Vehicle Color Direction
! Speed
I
! Other
I
| Time Pasition Device ID
: Detection REQIOH Device Name
I

Each time an item is checked, the list will add the item row, including the item name
and sorting operation. You can click ~  and ~ button to sort these items, and
choose separator to connect these items name. Also, the content of Position and
Device ID items can be customized. When you check all items, the function interface

will show as below:
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Item of File Name All
Plate
License Plate Plate Type Plate Color
Vehicle
Vehicle Type Vehicle Color Direction
Speed
Other
Time Position Device ID
Detection Region Device Name

Time = =l
License Plate = =l
Plate Type =" =l
Speed =t =l
Direction = =l

Detection Region =t

Position;  Position =1 =l
Device Name =1 =l

Device ID:  Device ID = =
Plate Color = =

Vehicle Type = =t

Vehicle Color =&

(1 Notes

You need to check at least one item.

Once license plate is recognized, the snapshot will be uploaded via FTP or Email or
stored on your local LPR Picture File Path. Then, You can see the snapshot file name

which you customize as shown below:

420201116021729 ##528N 420201116021729 RT528N

Full-snapshot Recognized successfully Full-snapshot Recognized failed
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8 RT-578-N

8 RT-578-N

20201116021729 _RT528N

License plate snapshot Recognized successfully License plate snapshot Recognized failed

.....................................................................................................................................................

20201116021729 _##528N

@ If the item checked is not recognized successfully, then the item will be displayed

- with the specific symbol “#”.

¢ @ The file name of full-snapshot will be preceded by a number of 4.

(3) List Management

Add the license plates to this interface as Black, White type (Black/White List) , and

then you can set the alarm action for these license plates in the corresponding black

list mode, white list mode or Visitor mode interface. When these license plates are

detected, the camera will respond accordingly to your settings.
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[ |, >
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& Event y oo ceesewwse e S 220021 22001
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70

s, B

page 1 o 1

Step1: Click the “Add” button, select the Type as black or white, enter the license

plate, the license plate will be added successfully.

Step2: You can add a csv form with the license plate you want to add, click the

"Browse" button to import the form to this interface, click the "Upload" button, the

license plates will be added successfully.

Baten Upioaa

Note: Please upiaad csv format fie(utt.8)
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& Notes

@ You can first download the template as a reference in this interface.
@ It allows to add 1000 license plates to the List.

Step3: Select Plate Type or directly enter the license plate number, click the “Search”
button, the corresponding license plate will be displayed in the list.

Step4: Click the "Export List" button to export the license plates in the current list to
a csv form locally.

Stepb5: Click the "Delete List" button to delete all the license plates in the current list.
(4) Wiegand Configuration

When adding the license plates, you can define the ID card number for the license
plate, when the camera identify these license plates and recognize the attached ID
card number, it will send the ID card number to your parking system through the
Wiegand protocol, and then your system can respond based on the received

information, such as access control.

Milesight -Network Camera

3]

®

| a5t e List 20220719 - 2022.07:26 11202 P

B %
»
~

Stepl: Go to “System“— “Interfaces“— “Wiegand”, then enable the Wiegand
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interface.

I%Iesight -Network Camera

2 Media y Wiegand
@ @ Network >
Enable ®
= Storage
@ Pratocol
Event b
& Save
& LPR >
® System -
]

System Setting
| Interfaces

Security

Logs

Maintenance

Step2: Back to “List management” interface, click the “Add” button, select the
corresponding license plate type, enter the ID Card number and license plate, the
license plate will be added successfully.

License Platex MS32022

Type White List
Valid Time Always

ID Card No. 20220101
Note

(1 Notes

Please make sure the camera has been correctly connected to your parking system
through the Wiegand interface as shown below.

@® GND and A (Wet contact for External Output).

@ A, B and GND (DATAOQ, DATA1 and GND for Wiegand).
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(5) List Event

Step1: Select the List Type, Black list, White list or Visitor.
Step2: Schedule Settings. You can draw the schedule by clicking it.

Step3: Set alarm action.

Alarm Action L

Record ~

Duration 5s

Linkage (Please mount storage device )

Upload Via FTP

Snapshot ~
Snapshot Type License Plate
Number
Interval second
Linkage (Please mount storage device.)
Upload Via FTP

{Please enable the Email.)

Email Triggered Interval

External Output >
Play Audio (Please enable the Audio Speaker.}

Alarm to SIP Phone (Please open the SIP.)

HTTP Notification >
White LED ~
Flash Mode Twinkle

Flash Time 3 —C Reset
Effective Mode Always

After that, when a license plate marked as “Black” is detected, the camera will
respond accordingly to your settings if you select the Black List in List type;

when a license plate marked as “White” is detected, the camera will respond
accordingly to your settings if you select the White List in List type;

when a license plate that is not marked as "Black" or "White" is detected, the camera
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will respond accordingly to your settings if you select the Visitor in List type.

(6) Smart Search

Milesight -Network Camera

Step1: The detect results in real time will be displayed on the right side of Logs page,
including detected time, live screenshot, and license plate.

Step2: Select Plate Type or directly enter the license plate number, select Start Time
and End Time, click the “Search” button, the corresponding license plate will be

displayed in the list below.

(1 Notes

@ It supports displaying 4000 logs.

@ Only when there is a SD Card or NAS has been set on the storage management ,
then the logs can be stored and showed on Smart Search page.

® For Plate Color/Vehicle Color Recognition and Vehicle Type Classification, please
make sure your model is MS-xxxx-xPC.

Step3: Click the license plate on the right of each log to display license plate details as

shown below.
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5 Media » s
Ol @ etk
: License Pae Stant Teme 20220610 000000 Ena Twre 20220410 235858
B Swomge
G Event =
g A | 1 \/ . TR
¢ B gl R |
a ® PR .
HD028021
@ System 2 *

Step4: Click the "Export" button to export the license plate you selected to a csv form
locally.
You can also click the "Auto Export" button to automatically export the log to FTP,

SMTP or Storage.

Export File Plate List Video
Plate List(With pictures)

Video File Format  MP4
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Auto Export

Everyday
00:00:00

Export Time Range  Export All

(7) Data Transmission

The data can be sent to your parking system through RTSP, TCP or HTTP protocol.
Step1: Go to “LPR “— “Settings“— “General”, then go to LPR Message Post Settings.
Step 2: Check the checkbox to enable LPR Message Post. It will push information to
some

third-party devices or software that are compatible with ours. Information can be

pushed by RTSP, TCP or HTTP.

LPR Message Post Settings -

Enable LPR Message Post

Post Type HTTP TCP @ RTSP

® TCP Type:

» System Structure
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NVRS
VMS

LPR

LPR Settings
LPR IP Address, Port_ —
Connect LPR

v

# Fetry in
case of failure

COMM_LOGIN_REQ

v

COMM_LOGIMN_REPLY

# Retry in
case of failure

COMM_RECOG _POST

Enter the LPR IP address and LPR port on the NVR/VMS to register the LPR camera.
Then LPR Camera will transmit the data of recognition result to the NVR/VMS when
the license plate is recognized. The data includes the time that was recognized, the

license plate, the license plate snapshot, and the full-screen snapshot.

» List of messages

i Command Name i Explanation

» Basic Packet Composition

1. SIG CC FF : Packet Start
2. SIG END FF DD : Packet End
3. COMMAND

4. DATA_SIZE

5. DATA
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» Basic Packet Composition

SIG i COMMAND i DATA_SIZE é DATA i SIG END
T 2ee | 2bwe | abe | vambe | 2bje
» COMM_LOGIN_REQ
1. Data Type: JSON-charset=utf-8
2. Data Content: ID and Password
3. Example
{
“id”: “admin”,
“password”: “1234”
}
SIG i COMMAND i DATA_SIZE i DATA i SIG END
T 2ee | 2bwe | abwe | vambe | 2bje
e oot | Vel | sonoata | erod

% DATA_SIZE = DATA length + 2 bytes(SIG END)

% Use Little-Endian



I\4ilesight BETTER INSIDE, MORE IN SIGHT

> [SEQ/ACK analysis]
v Data (45 bytes)
Data: ffcc@lE@250000087b226964223a2261646d696e222c2270. ..
[Length: 45]

1c c3 16 22 8b 53 7@ 85 «c2 82 82 48 ©3 B8O 45 80 i ] PR, ()
B@ 55 12 36 40 0@ 86 66 BO B0 c@ a8 @1 Ba cB a8 L S R

91 df @a c2 Bd 1@ 8c 87 57 5f 63 3f 45 a4 58 18 ........ WieRER:
g1 m

id”:"adm in”","pas
sword”:" 123456"}

» COMM_LOGIN_REPLY
1. Data Type : JSON-charset=utf-8
2. Data Content : result - Required Items
HTTP Status code
a. 200 : OK

b. 401 : No Privileges

c. Etc...
3. Example
{
“result”: “200”
}
SIG i COMMAND i DATA_SIZE i DATA i SIG END
 2byie | 2bye | abe | Varable | 2bye
Tor | o | wem | een T oo

» COMM_RECOG_POST
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1. Recognition Result Message

R/
0’0

7
L4

7
L4

The LPR camera sends the recognition results on its own initiative without

requiring a request from the NVR/VMS.

Data Type : Binary

Data Content

a.

metadata

() Device ID : 16 byte — GUID byte array : 04 f9 12 bb ce 94 65 40 89 af
e8 3c d8 8f 70 be

Q) recognition time : 8 byte — Posix Time : 1525867890000

(3_Car Number—16-byte — utf-8 string— 5402 2} 12347<< NULL
Exclude-Fixed-Size

(&) Color of the Car : 1 byte - refer to the color table (stand by)

(5) Color of the licence plate : 1 byte - refer to the color table (stand by)

() Speed : 2 byte — unsigned short integer, Km/h Unit

(1) Number of resulting images : 1 byte

Direction : 1 byte - 0: Unknown  1:In  2: Out
(9) Region:32 byte

@10 ROI'ID : 1 byte 1~4  0:unknown

@D plate’s length

12 license plate

@3 Vehicle Type: 0:unknown 1:car 2:motor bike 3:bus 4:truck 5:minibus


file:///C:/Users/Candice/AppData/Local/youdao/dict/Application/8.5.1.0/resultui/html/index.html
file:///C:/Users/Candice/AppData/Local/youdao/dict/Application/8.5.1.0/resultui/html/index.html
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b.

C.

14 Confidence:4 byte(float)

15 Plate Type: 1:black 2:white 3:visitor

16 Distance: (int)need to enable radar

@9 Azimuth: (float) need to enable radar

Vehicle Count:need to enable radar

19 Width: resolution width

20 Height: resolution height

2D coordinate_x1: The left coordinates of license plate.
22 coordinate_y1: The top coordinates of license plate.

23 coordinate_x2: The right coordinates of license plate.

24 coordinate_y2: The bottom coordinates of license plate.

Image data : variable size
Data Chunk
(1 Chunk ID : 4 byte
Meta : 11 ff 00 00
Image : 22 ff 00
(2) Chunk Size : 4 byte

Data size excluding Chunk Header 8 byte.
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2. Packet Example

SIG | COMMAND |  DATA SIZE | DATA |  SIGEND
b L OO OO
2 byte : 2 byte : 4 byte : Variable : 2 byte
I I I I
o e e jmrmrmrmrimemm e
CCFF | 0x8801 : Variable ! : FF DD
Metadata Chunk Image Chunk | Image Chunk |

Chunk Header Metadata Chunk

T
i
E
e 1= T Tt ;' __________ B Tt T TTTTT T T TTTTTTTTTT | r—-—=—"="=" Tt T T T T |
i i i i Number(O | i i i i
i Chunk i i i i i P-colo i i i Directio
Chunk i ] i GUID | Time | bsolescen i V-color i i Speed i I-count i
D | > ligbyte | sbye |t | 1byte | | |2bye] 1byte |
| ! e | e | | e 1 | e 1 e |
i 4byte | Y i Y i i Y i 1byte i Y i 4 i lbyte
| | | | 16 byte | | | | |
R Jmomomesemees S R S YT B Pomesememe=y
i 110+Numb | i i i i i i i
! ! ! ! ! ! ! i !
1 FF { erlength . 04 f9 i 0x16344 i H AL ;1-|-! i i | i
! ! 1 0x e e ! ! ! !
I (GUID+.. ! 0 ! I 0x01 ' O0x01 ' 100 | 2 ! 0
00 00 ! 12 ... ' D04550 ' 1234 | ! ! i !
I .+Number ! 0 ! ! ! ! i !
| 1 | | | | 1 | 1
) | | | | | | | |
N e R Lo Ao Lo J O | S I L]
i | i i | Numbe | i i i
! ! ! ! ! t Vehicl ! Confi | Plate ! Distanc
! ! Region ! ROIID ! Platelen ! r ! ! ! !
! ! ! ! ! i e Type ! dence ! type ! e
! ! 32byte ! 1byte ! 1byte ! Variabl ! ! i '
E : : : : ! 1byte ! 4 byte ! 1byte ! 4byte
e S RSN U SN SN A I
| 1 | | | | 1 \ 1
WOB/Z - “AB123 , J
: OREL e IR s
i 5SS TS SRS VAt AU SN SSSS S L
: : _ : ) : : i coordi | coordi : o _
g i Azimut ; Vehicle ; g g g ; coordin ; coordin
i i i i Width ; Height ; nate_x ; nate_ . i
i i h . Count i i i i ate_x2 | ate_y2
i i i i 2byte | 2byte { 1 i oyl i
g i 4byte | 4 byte ; g g g . 2byte | 2byte
i i i i i i 2 byte | 2byte ; i
e s e A oo B = e o
! b 35 ! 50 ! 1280 720 ! ! i !
! ! ! ! ! ! ! ! !
!
Chunk Header : Image Chunk
S L |
Chunk ID 4 byte Chunk Size 4 byte JPEG image data
g _i ................................. -
I
i
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T

Chunk Header : Image Chunk
[ . ; ................................. |

Chunk ID 4 byte ! Chunk Size 4 byte ! JPEG image data
S e e |

22 FF 00 00 5 Variable E FF D8 FF EO ...
| L Fe e

» Color Table

enum LprColor{

LPR_COLOR_UNKNOWN = 0,

LPR_COLOR_BLACK,

LPR_COLOR_BLUE,

LPR_COLOR_CYAN,

LPR_COLOR_GRAY,

LPR_COLOR_GREEN,

LPR_COLOR_RED,

LPR_COLOR_WHITE,

LPR_COLOR_YELLOW,

LPR_COLOR_VIOLET,

LPR_COLOR_ORANGE

h

Revision | Date : Description

| o oo oo a oo oo oo O O o O O o O O O O D O o o O O o o O D D o o O D O O D D D e o O O o O S D O OO O o0

Metadata Chunk Add Region,ROI-ID

|
'
|
'
|
'
|
'
|
'
|
'
|
'
-
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
PSS, E
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'

1.2 | 2019/9/17
I

e e Y Y B N N N N NNy
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13 | 2020/7/29 | Remove “Number”. Add new fileds “Plate Len” and “Number”.
| |
I L oo A A A
1.4 i 2021/7/5 i Add “Vehicle Type” and modify “Color Table”
| |
I [ e
1.5 : 2021/8/13 : Add “Confidence, Plate Type, Distance, Azimuth, Vehicle Count”
______________ 5
1.6 : 2022/4/12 : Add Width and Height of Resolution, Coordinate of license plate
i i
® HTTP Type

> Integrate Method

For the HTTP Type, currently our LPR camera supports HTTP Post and Get
request method. VMS or NVR needs to develop matched API to receive the LPR
information from the camera. The matched API URL may be like below:

URL of Post Method: http://IP:Port/xxxx

URL of Get Method: http://IP:Port/xxxx?

After VMS or NVR has completed the API, our LPR camera could use the API

URL to send LPR information to the VMS or NVR when the car plate is recognized.

> LPR Information transfer
v Post Method

Take an example, the APl URL from a VMS is like “http://192.168.2.24:1234 /post”

Fill in the specified URL in camera’s web Ul (if the VMS requires the authentication,

please also fill in) :


http://ip:port/api/xxxx
http://ip:port/api/xxxx
http://ip:port/api/xxxx
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LPR Message Post Settings

Enable LPR Message Post: bl

Post Type: [HTTP v
HTTP Method: [Post v
Snapshot Type: [an v|

http://192.1668.2.24:1234/post
HTTP Notification URL:

User Name: [[admin |

Password: | ssseseee |

Camera will post the LPR information data in json format to the VMS or NVR in
real time when it is recognized.

The content will be sent is as follows:

POST /post HTTP/1.1
User-Agent: httpclient

Host: 192.168.2.24:1234
Content-Type: application/json
Content-Length: 46187

{
"Metwork Camera™,
"2020-11-16 ©09:18:08",
"S8pK",

"Visitor”,

B
"direction”:
"detection_region”:
"region”
"direction”
"resolution_width":

"resolution_height” 7207,
"coordinate x1": TS

"coordinate_yl S E

"coordinate_x2' “676",

"coordinate y2": 1

"confidence™: "e.707,

"plate_image"™: " /97 /8AAQSkZ IRgABAQAAAQABAAD/

2wBDAAUDBAQEAWUEBAQFBQUGBwwI BricHBwBL CwkMEQBSEREPERETFhwXExQaFRERGCEYGh@dHx8FExci]CIelBweHx7 /2wBDAQUFBQcGBwAICA4eFBEUHhAeHh4eHh4eHhdeHh4deHhdeHhdeHhdeHhdeH
hdeHhdeHhdeHhdeHhdeHhdeHhdeHhT /AwAARCAAQAMWDAS TAAKEBAXEB / BQAHWAAAQUBAQEBAQEAAAAAAAAAAAECAWQFBgCICQol /

8QAtRAAAEDAWIEAWUFBAQAAAFIAQIDAAQRBRINMUEGELFhBy IxFDKBkaE ITOKxwRVS@FAKM2 JyggkKFhcYGRo11icoKSo8NTY30Dk6QBRFRKAISUp TVFVIWVLhZWmNkZWZnaGlqc3R1dnd4eXqDhINGha
174 pKT1IWW151ZmqKFpKuimp6ipgrkzt L2t 745us LDxMXGx87 JytLTINXW19 Z2uHi 4+ T15ufoberx8vPA9Fh3+Pn6/8QAHWEAALEBAQEBAQEBAQAAMAAMAAEC AWQFBgc ICQoL /
B8QAtREAAgECBAQDBACFBAQAAQI 3AAECAXEEBSExBhIBUQdhcRMiMoEIFEKRobHBCSMzUVAVYnLRChYKNOE18RCYGRomIygpKjU2Nzg50kNERUZHSE1KUIRVV1dYWVpj ZGVmZ 2hpanNBdXZ3eH16go0ERY
aHiImKkpOUlZaXmImaogOkpaangKmqsr0@tba3ulmbwsPExchbHyMnKetPULldbX2NnaduPk5ebn60ng8vP@9fb3+Pn6/90ADAMBAAIRAXEAPWBACC]OQODBUZY tgnAG/
wD16ZnGTnn6VDdzpbwNI30BAIpkk272z+HEVIGT g8/ rXm+r+]dXvr5rTSUIZThmPCgS6Ul+keNSEBZ7btBPTpTswR6SpIFIFPcKyYYcEV5nHI43sp1V1EWwIAGB132hz3cImHuhh+
+eue90zQF1QBOLFiKcRwOvSs /U9QhB+EySsCcEgEAFcZde]9Y 1WUxaVEdgOCTHCFg09T cR6CMF7pPrTyM8815wN0BZ s01+1ds4C1HBAg] /RnK61GB1F s+ YMsDIFShXHYSLBI+g/

ShsFRORLNZ +h6pDglsroVyRk46Grk8quwimRiCqj86BE305Hbigk42t /OvPBANTFHozXT2e1xN1InnbwFHBNVFs /

GOWM3n7MIguQOaaTGkemE45TyaaMdOR24rzm18Q67 pMyx6smI8gbxyBIRXA6PFRX8PmI gcdPUmIulkrgs316jinRjYMZ J0ecmobbZL aB5GAABrGEXVnv7wohGeMdx/pQe0iyv+TSIHR7VBI/
1o0S5Aw0e3euk8T+M3t3a3tBluo5/

UBAd3vH3Qc fzpdzZ9PUVxXgm710+xNd19rNkADHFdZd3MNpDvkb2FGwFndkdu3NIJFUjMiDPqa828QeM7h5WgtGHGcnsP8aoeH77ULnVES291cHOQCAMU I geuAqeeMdgAR26FoLAJ7LED128 /
WrGzPKg4oEZJOGPPfvVbUbf7XatEuMtVeiPUHKYz6151TUGs0C60XbOBEVI7HNd/
puualgMlzYw+ejMWKHqOTOrStvHurRAi70uXT412E4q3YFEHTZpniulMYBxh1INbSeIPDMybjPHB5+UEninp1HEmMRY+P70aURX1sYmPGHBArsLG9gu7dZICCpSxmul/
GhigaFcjy70IXduFVRK56ZrpvAVEOmnromV+Xn29gLaXFYwviPdTFzEWbYXwcNjgdggq6J41k@e3XyILeTpt0zIB+vrXSeNdGmudGlhALj1Tjv/hWDoPiK206VrXU7ZY26HeOD7g/
hT6DUxeHxBvRKF2TMEBAZBrN1rxVIqMI 1kOqQEEE5 16115 FiTw55e08X+7H/PSsmI8XUMky2f TOPWGyeioCMe/

akkgB6FL 4eTXCT15ki THAGSSAkevkius8VuybexUk FKe1TaC 770Nkt Eh 16SAOPP71VEZACWPTgHPQBE FDUKOSQudy zMS SeSe gDphen6Viefu2A2 L 1PzHp361 3073y cglU3uHUS j xvbRylrs6KQUOC j8F5s7
4bSN55rzjlcZ71s+M8f2exbHa2eKxPhwQ@akDruwcULYDb8ZztHp7YIAWSPF2rD+GrF1DENLMxP+fxrpPEImbrT3Veg8 j86wPh/bT2kpgly TGhwWT ] /P/AQUi2ghN/

wAUzyJYErx1z+FeW6W7X2rL 5v098nP4167 rNgbyzdB1xx9K8g151u9E1PzNh2biVbt9DREEj2LRIooL INgAJUHOOCVy /wARL to7ZkVwpeDBaveDdcF/

arHt5XgUvi TSz FlMmBlckcY7EAKQiyh TS 7nnBPTk16d410a11 tulKZYcHsT/9av b12755aKViAV1P0e9dpa I 8 TzxyrayKSCOTn j2/Kq1Bnpi] aMDgDpThI2PVY /GorelTul IGK7hnp7 /

AP1q1UHa05xy cBgMIA2CCcnI98DNR+UskZWSLcPIrmpp0Fx /wABg F1pYOXweaQ7GFPhbRr5s 2gS9ccis / /hX+j 7QEWQAIOTXMLy JEIQR /OrCIPxFUN30a8/

wfolm5MVgjH+ LIy TW7DGKEF1ogVFSpZONpHe8O2TqwpNiAYYFRUEEYS5GRWXq3h3579TSBC+uf /ANdaZ61LL /F+FIDkYvh/oisTtc8/3]/KtnTFD212AThtBHOAH/

661gBs6F55pGI1CL gA6FypBzC TAKAMAADHGK 3 tibXceyAT POkt FxHbH+dNPBF+91knToadoShp3zhBSpz24rSTy3G ZqKT1CD66+BQOrBOAB joBRUPYhVdPth2Mxy gMPuliQaVol hpydtoyoHphhHz 155
pq/ex2ghCuudwOPQ1WgsoIpd@adZeh71aX79Kod/Gkihxjj15rP1LSbPUEKXEQIIS000rQxmRs /54pi9R /vUbAY2j+HAtLFNo2F3ZILcYS7HpWed IVFBBWD7089vgB+t0j /
1Zp7gYmrt+Fd01ISWRQex9Poe1Yen+BILG/E8IBXUZGES rux3+qScPgdMB1K 20y K1 ENuGE rBo5x0qcMOMAE § BVGOAIA /wASpE8qMBBURH/ /20==",
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"plate_image”: " /94 /ARAQSKZ IR gABAQAAAQABAAD /
2wBDAAUDBAQEAWUEBAQFBQUGBwwI Bwe HBwBL CwkMEQBSEhEPERETFhwXExQaFRERGCEYGh@dHx8FExci]CIe]BweHx7 / 2wBDAQUFBQcGBwATCA4eFBEUHh4eHhdeHh4eHh4eHhdeHhdeHh4eHh4deHhdeH
hdeHhdeHhdeHhdeHhdeHhdeHhdeHh7 /wAARCAADANODASTAAREBAXEB /8QAHWAAAQUBAQEBAQEAAAAAAAAAAAECAWQFBECICQol/

BQAtRAAAGEDAWIEAWUFBAQAAAFIAQIDAAQRBRINMUEGE L FhBy IxFDKBkaEITOKxwRVSBFAKM2JygakKFhcYGRo111icoKSoBNTY30Dk6QBRFRKAISUp TVFVIV1hZHmNkZWZnaGlge 3R1dnd4eXqDhIWGha
134 pKT1IWW1 51 ZmqK pKiimp6 pqrK ztLW271 5usL DxMXGx8 JytL TINXH19§ Z2uHi4+T15ufoberxBvPAOFhI+Pn6 /SQAHWE AAWEBAQEBAQEBAQAAMAAMAAEC AWQF B TICQoL /
B8QAtREAAGECBAQDBACFBAQAAQI3AAECAXEEBSExBhIBUQdhcRMiMoETFEKRobHBCSMzUvAVYnLRChYKNOE1BRCYGRom]ygpKjU2Nzg50kNERUZHSEIKULRVW1d YWV p i ZGVmZ2hpanN@dXZ3eH16g00ERY
aHiImKkpOUl7ZaXmImaoqOkpaangKmgsrO@tba3ulmewsPExcbHyMnK@tPU1dbX2NnaduPk5ebn60ng8vP@9fb3+Pn6 /9oADAMBAATRAXEAPWDopwaqlid IwOvNMS7tOk8tpd1765Kpf2PpTwBysmiEfxsx
qaBevTOxAsrccfBB+v4966BEz31jGDI9gh0BnOBHFINY@1kVmudef7pz /ACrL1LWFD+nzmz8iCAuDgCKCMM36e1VLPx10sDKL zTZ7KNmAMKk1vhRnj 8/

GkBOPIsachGInfPBAd] 1qG71yBSAtteNxwVhPNaQulLF7D7ZbXETxEZ3KeMetca3jibUb+ax@PTH1BoQN@gYBcA0RK903rQeNu31dZB8ml6huP8R {4 /UINIFITxAXGXCMT/
ewk56+8TeINItvtlip6AigxvaCXeyjucVo3h /VriXWod1Cy 7 Gw7jFACW3GPCMYsEBAYGKHFOE2qEgi 2t 1H/XX/

ADtVHxPAgtdAszNdMpdz iNBylWPpWRoEP i zWr1r+8vhYWRO603VF3Y9zTAGWRIZLL tSyAPq5] /K1kTU2QbvszEH3g5E0] j21mbHc15v4i1 T4 /
HlvpcGpSwhs41T27HB55xxnT1oQI7SNdVLHFPbIMBARKA /

kpjbaySCL2DYPWKsq88061MuMFiKSMYGQIxXRWc bwliaQy TNK6j 5mPU+9AFcQ6gVOLuANngbDTPI1cSBTFQ7B2EdXFAHHH1pS zDtnmgDNmthNVFd /

wATCNR7RABYPTtRYgnV3AxyBGBWDBTIZ1Cxt 7500y Y29z TIgYDOAC8 /wAqyBufEvhy9tbriit SkurGbCuSQArES5z6+tFtAR2cmmXZ50q TEFQVHFprPuA105I9NwIc10iSC709pIWDLINIIP+Fed/
Dhle518Xavp@8s80SbKeY50FI0MFp+dC1QT7WTR0oIAQI3dsD280]+WW /sGj27GKe6YMeArznIHBZzVFx14ji0] /RLWMz38w2xxKMnJ4B+nviFA0BK/

WCkF254gbz9Qk+ZVPSMHPAOXCa0] 18uwEWBE zLkSBC1BqVjBb2by 21tG67+8THg/

1qP1Bx7VBdKtxbPGV6rjjrQBT80yGWIF94dhg59RmtGb72N2ax9DmF jbs33X6Y9a2ZShfjroKATthySeKj2Lnv+tWVDMcdqYYhk/

KvhmBH5xk jPGDSbTSTAYLFcDtk@0HQZH3e+TUKRAASHISqQjyzviqs3g/XdWuvEF tcbIpPkulil Kw6+nGPEVe8b+09EKBQSZ Y] 1 3nXCmWAqvPHTFekzC21jP2hY3jHIDGD /OvLPGe Ovarl2Hw/
0BMTw28gabm]jQcDPQHY17U2C0k+FemgfB6] cGSSKUFccdBXQBVoekbJFKbCBLAWO5Zz6+pNT6FDHpulQ2sKBUIQANGBXXmHj7xgLnV/7CtLu2sKttuld4/
Afp90aXXQZreMfEL+IZpvDGhRPM7kx3FwB8sQ7 /U/yrqvBWiReHdDyhZmIGhye/

F+VYXhwWvBOgacIrfUrXeR12LZZj3179F51ubD4j@rX] ZrbTbkysqncQpAA+povpYR51reqTaz8QyPs TX8F1i2EiXgb8c/@HAVEEI4rv7SMyXPhqoht 1xuKYOPXgf5+1czY2Wp+C/
FOoXv9kS31hcvuEkQBdc8429 /wbieMINX3WNnpl2s@iHiSMAYptAzgNF1rTtb@5bmyk 8xGHPGCpIDWHALBFWH2tX0d897PbyxZKeWBkHtVP4a+HNTOZbgW/
Ko@zltqN1R+grV1ibxLBfIdPtbe6tj975irKMihXTOCxQvdI1yltilrr8+6EEqsqgSwl+0tfAHieTW/KaK9i8q6t3a0TjqQeo9qfqupbusOyLQ7iVoE] cuMKffmg/

gDwzPpK3F7gHy 3N@5kZQSQCaLXQHT zMr IS0T7@+KX5cZy aNgHvmmyALG7kFQBnjrSEeXe09RtZvH1hDduBBakv1gZ0eQ0n@rpledR+F7 /AEqh@e/
5QeVt2ghJ9Md0OnplHATOea+8Y61f61aPLAXCRGRSRtGCnnjB /rXel plxtvSwikY85EQqmhnGFCUXFMEmKTy MV IMTS jDOR Jwf5Cs rxwl 7pX jKCTSABELAdhKAGSDwfyrpfG/
h+5kktdUBaE]d27ghEwu8dCM/SovFOjavrLaXfQuyRXVrIIHVyPTkUra3AzbXSda@09bXLeD+1pXTLtjLIAOgGeBXZaF r+mbyglpOokAGENgQy /XPStGLLFYA45ur SBAGODWBrfhellF/
tHrKLC7XpLCQhP1xS3BHQSHacZBHETPLIbcBj6100KPUBNFh107t7jbOkU8sPp2rUkuYVTOSMeuaAOdiVotbkQgDdkDP5 /

yroIVDKG56Z5rK1JfP1KCWFg7cE7TWjcuy2Z 7Dt YHHIzxQBOB7EA7h 7 fFrilXFPKsC7ZWZj970F XBubfYNB4zngUDKs71a3X7WqB8DcE5qaGOMaVz jvRRSEY /
ibRG10AxSalNaROMFYhgn2z TPDOiaF4ft /TtnQF jne?/ADGii1zMDTk1DT1BE15CBz /HXOvpPgGS41nmi tpZ pX3Mx3HIPpRRTTYI IbHwPHUZbGFYD/

zwlyPyrROyfREME2mmTQ8k jbAw696KKq 7Yy 2+p TNk Lpdy4IzkqFB /OmxXeoNIBFpJiz3L LRRQgsXIbjVXZgbKNQOhMnb8gckl /vinyQhemdBUUNAugtSIvySQrecjBgvcRas/
yiS2Cev0aKKASVWTHBKEEtrt95Gz1qZ81NVw17d/qpFFFBIhvOMG51z/ sxFBA16W2v5H/WCQzoUdATh /Wi ikAsmnysDul04Bz2uB/

Kmr‘pRFDXQJlREhEUUij UBhIiWNxCSANkNIFGUQNMSmeES] 50ZDjNFFAEi6Rp+MSH6tZ8Y TUn9m6eqdFnGFuoopDHQ2sUSkWIuiZ67RSmD5TulZoooAZ5K4xj8q1/su3PIDc+9FFArN/9k=",

" /95 /ARAQSKZIRgABAQAAAQABAAD /
2wDFAEUOEBIQDRUSERIVFhUZHZQ1HdeHBAuMCYBTENQT@'tDSUhUanmVFlywkh]aVQqcnyAhillHUl'MUnSODnXmEhAIBthYwaFPﬂlPnJWSVaCgoKCgDKanKCgDKanKCgDKCgoKCgDKCgoKCgDKCg
oKCgoKCgoKCgoKCgoKCgoKCegTWGBgfHBB+I11+g17IVoKCgoKCgoKCgoKCgoKCgoKCgoKCgoKCgoKlgoKCgoKlgoKCgoKCgoKCgoKCgoKCgoKC /BAAEQeCOAUAAWE IAATRAQMRAY /
EAaTAAAEFAQEBAQEBAAAAAAAAAAABASMEBQYHCAKKCxAAAZEDAWT EAWUFBAQAAAF9AQTDAAQRBRINMUEGE1FhBy IxFDKBkaEITBKxwRVSOFAKM2]yggkKFhcYGRo111coKSoBNTY30Dk6QBRFRKAISUpT
VFVIV1hZkmNkZWZnaGlqc3R1dnd4eXqDhIWGh411ipKT1IWW15iZmgKjpKhimp6ipgrKztLW2t7i5us L DxMXGx8j 1y tLTINXW195Z2uHi4+T15ufoberx8vP@9fb3+Pn6AQADAQEBAQEBAQEBAAAAAAAAN
QIDBAUGBwg] CgsRAATBAgQEAWQHBQQEAAECdwABAgMRBAURMQYSQVEHYXETI jKBCBRCkaGxwQk jM1LwFWIyBQoWIDThIFEXGBkalicoKSo1N] c40TpDREVGRBhISINUWVZXWF1aY2R1ZmdoalpzdHV2d3
h5eokDhTWGhA1 T4 pKT1IW154 ZmqK pKbimp6 1 parizt L2t 71 5us | DxMXGx8 Ty tL TINXW19572ul j50XmS+] pbvl z9PX29/55+v/dAAQAAR/
aAAWDAQACEQMRADS AwKKKK gokj vRRQAFFLOMS 1opaQCUtFFABSBUAC dqXtSUTA7Uo6U1 00AKaK F2pgolOpR1pKcviigDQg/
1TqTFIbDwKk21 TyEioZ IglithKeAZxjKmpQ7p91iKs snFQMmKoRBKz0257 k1BLwtWDVeUc1SES jpQtLSjrTAuinlulitMg FRTakigB1F ImjNADGK TNFACBUU1ADGKTNI mmA6mt zRSUAANOZ TDS igB2akim
BUAOpabSBgHUtMpcBwHUt 1S ] 7wX1oAlWnitBNIZkBMA /AUo@mTP+tWiwGFRWBumvAC 7j+N0/ s639D+dAGDSVsvpUZ+7Ty@3+yTu8r@WAyMUYrciB+1QYPz/

UB5758/55CiwGBQ0e 1bXkWo+7AvABnABACNYDKEMp /wCWbUBWk30B+NXyabQBU+yN3YUv2T/b/SrNIQBCLRP7xpwtYFc1LRTAYIIR/
AKXYgeIKhkoAWikooAWim@tACE1FFABSUUUAFFFFABRRRQAUTJRQAUUUUAFFFFABRRRQALKKS 1FACE2nU2gBaKKKACiiigAoopKAFooooAkkoooAKKkooAKKKKAAUUUTACUUULACEIFFABUN192pgR+Uo
Az651PXmkqQEpaKKADNLmmBUAOZSSp1LQA/

NNzTaSgBaMZ60gGtafQABRoOgo2U6imAzy 6Ty venmigBnl+9GwlIRQBHENIsPpULtFICLafSoZYNx3Y5q5RTAromBTqlpMgUrARBUhpKAHZpMB1FIAeRsAZ4HagF 3z] +FXGgndfelmBBSdgKSmAULLRQAVg
28]yWCx11QvSsqrigFkZaQFiuGamI1gSYFviUa/eq2BLB59KT 352 3MFBrgPaa7Fur+/ TUrkW6K6GnRRRVENMF LRgBgqChaBR+NGKAF pabinYoGLS@bOM5qRINWEA LghpFsx3qPs /+7QBFRx61NIn/

Key Sample of Description

The Device Name which can be configured on the System

The ID of detection region where the vehicle is being

—_

i i
device i Network Camera i
i ! Info of camera. The default is Network Camera.
I — +
i 2020-11-03
time !
1 20:29:48
r :
plate | AMW212 |
S — | R L
E ] : The plate list type of recognized license plate, Black or
type . Visitor g ) o
: i White or Visitor.
T T T
speed : :
Lo e oo .i_
direction :
|
N ——— i
i
|
i

tested, 1 or 2 or 3 or 4.

o
m
[

coordlnate x1,

coordinate_y1

|
I
i
!
i
!
i
!
i
!
i
!
i
!
i
!
i
!
i
!
i
i
!
IS NNV SN S—
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coordinate_x2, i ) ) )
i The bottom right coordinates of license plate.

T T
i i
) i 676, 135 i
coordinate_y2 i i
- — oo L ———————..
confidence : 0.70 : The confidence value of recognized license plate.
R R ]
plate_color : White : The color of recognized license plate.
e L e ]
I I
vehicle_type i Bus i The type of recognized vehicle.
I I
e T e T
vehicle_color : White : The color of recognized vehicle.
Lo e oo .i_ ..................... e e L L L L e e e e e
i i The snapshot of license Plate, depends on whether it is
I I
i i configured to send together.
I I
] i i As shown below, it will be sent together if select License
plate_image i i
i i Plate or All.
E : HTTP Method: License Plate
H H —_——‘_d Full Snapshot
i | Snapshot Type:
——_—mememcmcmcmc s e é_ ..................... .9. ..............................................................
; : The full snapshot, depends on whether it is configured to
i i send together.
I I
i i As shown below, it will be sent together if select Full
full_image ! !
E : Snapshot or All.
i j  HTTP Method: [Ticense Plate
! I ’_‘__d Full Snapshot
! | Snapshot Type:
L L. L R R R S e

v" Get Method

Take an example, the APl URL from a VMS is like “http://192.168.7.121:8080/api/Ipr?”

Fill in the specified URL in camera’s web Ul (if the VMS requires the authentication,

please also fill in) :

LPR Message Post Settings

Enable LPR Message Post: I
Post Type: [HTTP v|
HTTP Method: [Get V]
http://192.1668.7.121:8080/api/
HTTP Motification URL: 1pr?|
User Name: [ admin |
Password: | (111111} |

For sending the license plate information, the LPR camera will automatically add


http://ip:port/api/xxxx

Iw;Iesight BETTER INSIDE, MORE IN SIGHT

the license plate parameters to the URL.

For example, the car plate is “MS12345”. Once it's detected, the LPR camera will
send below URL to VMS:

http://192.168.7.121:8080/api/Ipr?Caption = LPR&description = MS12345

If the license plate information is to be displayed in VMS, the VMS side needs to

extract it from the URL.

® RTSP Type
» Prerequisites

This part is implemented in onvif metadata. There are three streams in rtsp:
video

stream, audio stream, and alarm stream. Metadata alarm is performed through the

onvif alarm stream in the rtsp. So if the VMS or NVR supports and can receive the

onvif alarm stream in the rtsp, it can work with rtsp.

» Integrate Method

We have defined the format of the XML. Knowing the XML format, VMS or NVR
can be

developed to be integrated, and LPR information can be displayed in VMS or NVR.

ex.) The contents of the xml include the date, time, license plate, and license
plate snapshot paths as shown below.
<tt:MetaDataStream>
<tt:Event>
<wsnt:NotificationMessage>
<wsnt:Topic
Dialect="http://www.onvif.org/ver10/tev/topicExpression/ConcreteSet">tns1:RuleEn
gine/LicensePlateDetector/LicensePlate</wsnt: Topic>
<wsnt:Message>

<tt:Message UtcTime="2018-05-15T06:19:34Z" PropertyOperation="Changed">
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<tt:Source>
<tt:Simpleltem Name="VideoSourceConfigurationToken"
Value="VideoSourceToken"/>
<tt:Simpleltem Name="VideoAnalyticsConfigurationToken"
Value="VideoAnalyticsToken"/>
<tt:Simpleltem Name="Rule" Value="MyLicensePlateDetectorRule"/>
</tt:Source>

<tt:Key>
<tt:Simpleltem Name="LicensePlateResult" Value="43 7{ 6510"/>
</tt:Key>
<tt:Data>
<tt:Simpleltem Name="LicensePlatePicturePath"

Value="/LPR/2018051506193401.jpg"/>
<tt:Simpleltem Name="LicenseCarSpeed" Value="25km/h"/>
<tt:Simpleltem Name="LicenseCarDirection" Value="1"/>
</tt:Data>
</tt:Message>
</wsnt:Message>
</wsnt:NotificationMessage>
</tt:Event>
</tt:MetaDataStream>

Description: You can receive the recognized license plate image through the
snapshot path and the command named get ( ex.
http://IP:PORT/LPR/2018051506193401.jpg). Only 10 latest images are available for
download. (If you can't see image in the NVR or VMS, type url
(‘ex.http://IP:PORT/LPR/2018051506193401.jpg) in the web browser address box to

see if the image is visible.)

> LPR information transfer

When the integration is complete, the LPR camera sends an xml containing LPR

information to the VMS or NVR in real time when it is recognized.
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2.1.5 Application Example

Taking Milesight VMS Enterprise as an example, the LPR camera can be added to
VMS Enterprise, and then the recognized information can be sent to the VMS for
management.

“¥ Notes
For more information, please refer to the Milesight VMS Enterprise User Manual.

(1) ANPR Settings

Here you can directly configure the LPR settings on the VMS side, the configuration is the
same as on the camera side, you can refer to 2.3.4 LPR Settings.

Milesight

@& ANPR

(2) ANPR Search

The real-time detection results will be displayed on the center of Smart Search page,

including License Plate, Plate Type, Capture Time, live screenshot, camera name and

IP.


http://www.milesight.com/static/file/en/download/user-manual/vms-enterprise/Milesight-VMS-Enterprise-User-Manual.pdf
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!Wlesighn‘

Details

Plate Color:

Vehicle Type:
Truck

Vehicle Color:

Direction:
Approach

Region:

») AAMFME] 2022/07/14 08:57:28

(3) ANPR Event

Here you can set ANPR Event Types as Vehicle Detection, Visitor Detection, Speed
Detection, Congestion Detection and Retrograde Detection, and then set the

corresponding alarm actions.
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Add Rule

Trigger
Smart Analytics Events
Event Type
Analytics - Motion Detection
Analytics - Group Peopl M Control Camera Output
Analytic s Line People B Call Camera PTZ Preset

Analytics - Regional People Counti... B Show Notification

ANPR - Vehicle Detection s

how Text Overlay
ANPR - or Detection
M Show Live Notice
ANPR eed Detection
: A M Flay Sound
ANPR - Congestion Detection 50
ANPR - Retrograde De N end HTTP Request
M Send Email
W Write to Log
Hs on Alarm Screel

M Show on Full Screen

W Maxin eo Window

Cancel

(4) ANPR Preview

Here you can preview the license plate recognition results which are pushed by

front-end device, the preview page is as below:
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2.2 Sensor Settings

2.2.1 Hardware Overview

) O
Cj,‘ Ultrasonic Sensor
O Q

NFC Area

2.2.2 Hardware Installation

Please deploy the sensors above each parking space.

1. Ensure the location of device is within the communication range of LoORaWAN®
gateway and keep it away from metal objects.

2. Device must be sat in a horizontal position on top of the object so that it has a clear
path to the object. And the detection distance of the sensor is up to 450cm from the
object, so please install the sensor within this range.

3. Place device in where it is far away from the side-wall more than 30 cm and without
internal obstructions that block the ultrasonic signal. If the device has to install on the

side wall, please ensure the ultrasonic sensor direction point away from the wall.



I\filesight BETTER INSIDE, MORE IN SIGHT

S—— \__‘ S——

~—— \\: ~—
\_/

N’ — 1

0 Notes

Here only introduce the installation location, for detailed installation steps, please

refer to Chapter 4 in EM310-UDL User Guide.

2.2.3 Sensor Configuration

(1) NFC Configuration

EM310-UDL can be configured via NFC.
Step1: Download and install “Milesight ToolBox” App from Google Play or App Store.

Step2: Enable NFC on the smartphone and open“Milesight ToolBox” App.

Step3: Attach the smartphone with NFC area to the device to read the basic

information.

—

NFC Area \ =

Step4: Basic information and settings of devices will be shown on ToolBox if it's

recognized successfully. You can switch on/off the device by tapping the button on

the Device Status.
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atar o i 19415 2.0K/s@ % © Sl Sl & ED
atus etting aintenance —
= EM310-UDL-868M

SN 6713B31056670013 Status Setting Maintenance
Model EM310-UDL-868M SN 6713C01068570000

Model EM310-UDL-868M
Device EUI 24E124713B310566

Device EUI 24E124713C010685
Firmware Version V1.1

Firmware Version VAR
Hardware Version V1.0 Hardware Version V1.0
Device Status off ] Device Status Off

Step5: Tap “Read” button to check current status and sensor data of device.

Step6: Tap “Write” button to write all your settings to the device.

0 Notes

@ Ensure the location of smartphone NFC area and it's recommended to take off
phone case.

@ If the smartphone fails to read/write configurations via NFC, keep the phone
away and back to try again.

@ EM310-UDL can also be configured by dedicated NFC reader provided by Milesigh
t 1oT or you can configure it via TTL interface inside the device.

@ Please make sure the sensor’s firmware version is V1.1 or above, and the Toolbox

version is V1.5.0 or above.

(2) Basic Settings

0 Notes

Before you start, please be aware that the following configuration is the key to this
solution. For more configuration, please refer to EM310-UDL User Manual.

Step1: Reporting Interval Setting.
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Go to “Device -> Setting -> General Settings” of ToolBox App to change the reporting

interval.

= EM310-UDL-868M

Status Setting

Maintenance

LoRaWAN Settings

General Settings

Reporting Interval

30

Tilt & Distance Switch (D)
Change Password
Calibration Settings

Threshold Settings

Reporting

Interval

Periodic reporting interval of transmitting data to network server.

Default: 10 mins

Range: 1-1080 mins.

We recommend that you set the reporting interval to 30 minutes

for power saving, it can be used as the heartbeat packet of the

sensor at the same time.

Step2: Threshold Settings.

Here you can set the detection threshold of the sensor, then the sensor will detect

whether the distance reaches the threshold according to the collecting interval. When

the threshold is reached or is dismissed, it uploads the current data once instantly.

1. Go to “Device -> Setting -> Threshold Settings” of ToolBox App to enable the

“Distance” option.

2. Input the distance threshold. You can choose either “Over” or “Below” as the
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threshold.

» Over: Upload the current data when it exceeds the set threshold, it means the
current parking space is available.

» Below: Upload the current data when it is less than the set threshold, it means
the current parking space is occupied.

3. Set the collecting interval of the sensor. We recommend that you set the collecting

interval to 1 minute to detect the real-time status of the parking spaces.

4. Enable the “Threshold Dismiss Report” option to report the data when the

threshold is dismissed.

= EM310-UDL-868M

Setting Maintenance

LoRaWAN Settings
General Settings

Calibration Settings

Threshold Settings
Distance @]
Over/ m
Below / m
2
Collecting Interval 1 min
Threshold Dismiss Report .

= &)

Device emplate

Take the configuration in the above figure as an example, here | set the "Below"
option to 2 meters and then enable the “Threshold Dismiss Report” option, when a
vehicle enters the corresponding parking space and the sensor detects that the
distance to the object (vehicle) is less than 2 meters, the data will be reported. And
when the vehicle leaves the corresponding parking space and the sensor detects that

the distance exceeds 2 meters, the data will also be reported.
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— =

A

| Threshold is reached | Threshold is dismiss
! Report data to gateway ! Report data to gateway

]
1 Distance=1.5m<2m Distance=2.5m>2m

O Notes

® Of course, you can also set the “Over” option and enable the “Threshold Dismiss
Report” option, then when the distance is greater than the set threshold or released, the
data will be reported

@ If the “Over” option and the “Below” option are configured at the same time, the data
will not be reported when the vehicle enters or leaves the parking space.

(3) LoRaWAN Settings

LoRaWAN settings is used for configuring the transmission parameters in LoORaWAN®

network.

O Notes

For detailed configuration steps, please refer to Chapter 3.2 in EM310-UDL User Manual.
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2.3 Gateway Settings
2.3.1 Hardware Overview

A. UG65

(D LED Area
) POWER: Power Indicator
STATUS: System Indicator

LoRa: LoRa Indicator
Wi-Fi: Wi-Fi Indicator
LTE: Cellular Indicator

o O O © O ©O

ETH: Ethernet Port Indicator

(2) LoRa Antenna Connector

(only for external antenna version)

Bracket Mounting Screws

SIM Slot

Type-C Port

)

Ethernet Port (PoE)

Power Connector

Reset Button

Waterproof Silicone

SEONONONONONON®D)

Cable Groove

B. UG63 @ LED Area

SYS: System Indicator

LoRa: LoRa Indicator

(2) Reset Button

(3) Ethernet Port (PoE PD) & Indicator
(4) Type-C Console Port
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2.3.2 Hardware Installation

Please deploy several gateways in the parking lot to receive the parking space
occupancy information detected by the sensor and transmit it to the parking
management system.

1. For the parking lots separated by walls, the recommended gateway deployment
interval is 7 to 50 meters for better signal coverage.

2. The signal strength is related to the actual scene. Therefore, it is recommended that

customers deploy the gateway according to the actual signal coverage. It is better to
deploy the gateway in the middle of the environment that needs to be covered. Users can
check the signal strength between the gateway and the sensor on the webpage as shown
below:

Milesight 2w | @

e mre mrm RS WG| Gaevmrrin | pades

Devics EUL Type Payload Port Confirmed

| send Data to Multicast Group.

it o Payiond o=
I g Mo 35
| Network Server
Device EUliGroup. Gateway ID Frequency Datarate RSSUSNR Size Fent Type Time Details
o i B e o °
ser2471scor ” - seros a2 W e ) °
W om e o °
sco100000 serewizs sz w2 e s °
S srresee f— serews s W@ e e °
o100 A e o
ssstonaan serouins sz 0oz e oo e | [T

3. For some areas where the signal is not available, we recommend deploying UG63 as

a supplement.
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@ Notes

® Usually in an open environment, the recommended gateway deployment interval is 7
to 100 meters.
@ It is recommended to deploy gateways at each layer.

® Here only introduce the installation location, for detailed installation steps, please

refer to UG65 Quick Guide and UG63 Quick Guide.

2.3.3 Gateway Configuration

(1) Access to Web GUI

This chapter explains how to access to Web GUI of the gateway.
Username: admin

Password: password

Method 1: Wireless Access

Step1: Enable Wireless Network Connection on your computer and search for access
point “Gateway_******” to connect it.

Step2: Open a Web browser on your PC (Chrome is recommended) and type in the IP
address 192.168.1.1 to access the web GUI.

Step3: Enter the username and password, click “Login”.
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Language English

Milesight

— LoRaWAN Gateway —

o

Login

Copyright © 2022 Milesight. All Rights Reserved.

0 Notes

If you enter the username or password incorrectly more than 5 times, the login page
will be locked for 10 minutes.

Step4: After logging in the web GUI, follow the guide to complete the basic

configurations. It's suggested that you change the password for the sake of security.

@ :
LoRa Antenna Type Change Password

Step 1: Choose Your LoRa Antenna Type

Please confirm whether your device uses external antennas or not, which will affect your product signal.

Internal Antenna

SKip Next

Step5: You can view system information and perform configuration of the gateway.
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’\{I‘IESIght &admin E]

Hel —
Overview Packet Forward Cellular Network WLAN VPN Host List 5
Model
Show the model name of
Sl Eoraiter | system Information ot
Model UGBS5-LODE-470M-EA Region
= Show the Region of router.
Netw Sefven Region CN4TO
Serial Number
Serial Number 6221A4950760 Show the serial number of
router.
Firmuare Version 60.0.3000.26
Firmware Version
Systein Hardware Version V1A Show the current firmware
’ version of rouler.
Local Time 2020-12-10 17:57:24 Thursday i rarars iR
Maintenance Uptime 03:04:04 Shu\-N the current hardware
version of router.
CPU Load 6% Local TG
RAM (Capacity/Available) 512MBI6EMB(12.7%) Shovdhe crentincal e
of system
eMMC (Capacity/Available) 2.0G/1.8G(90.80%) Uptime
Machial Fehoti Show the information on how
oot sl e long the router has been
running

Method 2: Wired Access

Step1: Connect PC to the ETH port directly or through PoE injector to access the web
GUI of gateway. The following steps are based on Windows 10 system for your
reference.

Step2:

Go to “Control Panel” — “Network and Internet” — “Network and Sharing Center”,

then click “Ethernet” (May have different names).

L& Network and Sharing Center = m} X

- v 4 :E « Network and Internet > Network and Sharing Center v B Search Control Panel P

Coinisci Bacici ot View your basic network information and set up connections

View your active networks

Change adapter settings
Access type: Internet

Ehange schanced shacing e HomeGroup:  Ready to create

settings Private network iSe e
Connections: .l Wi-Fi (Veastar3G)
Access type: No network access

Identifying... P

Connections: § Ethernst

Change your networking settings

¥ Set up a new connection or network
-
Set up a broadband, dial-up, or VPN connection;

‘ij Troubleshoot problems

Diagnose and repair network problems, or get leshooting i

See also
HomeGroup
Infrared
Internet Options

Windows Firewall

Step3: Go to “Properties” — “Internet Protocol Version 4(TCP/IPv4) "and select “Use

the following IP address”, then assign a static IP manually within the same subnet of
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the gateway.

Internet Protocol Version 4 (TCP/IPvd) Properties *x
General

You can get IP settings assigned automatically if vour network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following [P address:

IP address: 192 . 168 . 23 . 200
Subnet mask: 255,255 . 255

Default gatzway: 192 , 168 . 23 . 150|

III

Obtain DNS server address automatically
(@) Usg the following DNS server addresses:
Preferred DS server: 8 .8 .8 .8

Alternative DNS server:

H

[ validate settings upon exit |7 Al ‘

[oc | coel

Step4: Open a Web browser on your PC (Chrome is recommended) and type in the IP

address 192.168.23.150 to access the web GUI.

Step5: Enter the username and password, click “Login”.

Language| English

Milesight

— LoRaWAN Gateway —

el
S

Login

Copyright © 2022 Milesight. All Rights Reserved.

0 Notes

If you enter the username or password incorrectly more than 5 times, the login page
will be locked for 10 minutes.
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Step6: After logging in the web GUI, follow the guide to complete the basic

configurations. It’s suggested that you change the password for the sake of security.

@ :
LoRa Antenna Type Change Password

Step 1: Choose Your LoRa Antenna Type

Please confirm whether your device uses external antennas or not, which will affect your product signal.

Internal Antenna

/

External Antenna

SKip Next

Step7: You can view system information and perform configuration of the gateway.

’\{I‘IESIght xadmin E]

Helj =
Status Overview Packet Forward Cellular Network WLAN VPN Host List 4

Model
Show the model name of
router.

| system Information

Packet Forwarder

Model UGBS5-LODE-470M-EA Region
= Show the Region of router.
Netwpeic Servee Region CN4TO
Serial Number
Serial Number 6221A4950760 Show the serial number of
router.
Firmuare Version 60.0.3000.26
Firmware Version
Systein Hardware Version V1A Show the current firmware
’ version of rouler.
Local Time 2020-12-10 17:57:24 Thursday i rarars iR
Maintenance Uptime 030804 ‘Show the current hardware
version of router.
CPU Load 6% Local TG
RAM (Capacity/Available) 512MBI6EMB(12.7%) Shovdhe crentincal e
of system
eMMC (Capacity/Available) 2.0G/1.8G(90.80%) Uptime
Machial Fehoti Show the information on how
oot sl e long the router has been
running

(2) LoRaWAN Settings

LoRaWAN settings is used for configuring the transmission parameters in LoORaWAN®

network.
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Milesight LoRaServer
Device Gateway
(End-node) (Packet Forwarder) Network Server  Application Server

Internet Communications

< Sub-GHz-Radlio <
(LoRa) - (Cellularwired)

> <

servers may be co-located)

One or mare nearby gateways @
L Network Server discards

Lukawmpﬂm" Networkserver @ hplectes doais et ol -‘ )
@ / L \ @ function.
()

——

‘0

Payload encrypted by Application SessionKey (AppsKey)

0 Notes

For detailed configuration steps, please refer to Chapter 3.2 in UG65 Quick Guide.

(3) Adding Sensors

Step1: Go to the “Device” page and click “Add” to add the sensors.

General Applications Profiles Device Gateways Packets
| Device
Add Bulk Import Delete All Search 0
Device Name Device EUI Device-Profile Application Last Seen Activated Operation

No matching records found

The meanings of the options on the interface are as follows:

Function Introduction
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Device EUI

Show the EUI of the device.

Show the status of the device . .+ means that the device has

been activated.

Step2: After clicking the “Add” button, it will pop up a device adding window, you need

to fill in the corresponding device information, please select the correct device profile

according to device type. And then click the “Save&Apply” button after filling in the

information.

Device Name
Description
Device EUI
Device-Profile
Application

Frame-counter Validation

Application Key

Device Address
MNetwork Session Key
Application Session Keay
Uplink Frame-countar

Downlink Frame-counter

Ora-Sensor
d SNON descnpi
UL

OTAA-ClassC

L

[

L
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The meanings of the options on the interface are as follows:

Function Introduction

Choose from: "Disable", "Modbus RTU to TCP", "Modbus RTU

over TCP". This feature is only applicable to Milesight class C type
Modbus RTU LoRaWAN® controllers.(UC501/UC300, etc.)
Data -Modbus RTU to TCP: TCP client can send Modbus TCP
Transmission commands to ask for controller Modbus data.

-Modbus RTU over TCP: TCP client can send Modbus RTU

commands to ask for controller Modbus data.

Enter the LoRaWAN® frame port for transparent transmission
between Milesight LoRaWAN® controllers and UG65.

Fport Range: 2-84, 86-223.

Note: this value must be the same as the Milesight LoRaWAN®

controller’s Fport.

. Enter the TCP port for data transmission between the TCP Client

Range: 1-65535.

TCP Port : and UG65 (as TCP Server).
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Frame-Counter i If disable the frame-counter validation, it will compromise security

Validation i as it enables people to perform replay-attacks.

i Whenever an end-device joins a network via over-the-air

| Session key.

Application Key é activation, the application key is used for derive the Application
|
E The device address identifies the end-device within

E the current network.

The network session key specific for the end-device. It is used by
Network Session ; the end-device to calculate the MIC or part of the MIC (message
integrity code) of all uplink data messages to ensure data

Key

integrity.

The AppSKey is an application session key specific for the
Application end-device. It is used by both the application server and the
Session Key end-device to encrypt and decrypt the payload field of

application-specific data messages.

The number of data frames which sent uplink to the network

server. It will be incremented by the end-device and received by
Uplink the end-device.
Frame-counter ! Users can reset the a personalized end-device manually, then the

frame counters on the end-device and the frame counters on the

network server for that end-device will be reset to 0.
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Frame-counter | downlink from the network server. It will be incremented by the
network server.
Users can reset the a personalized end-device manually, then the

frame counters on the end-device and the frame counters on the

network server for that end-device will be reset to 0.

SV VRO SO SV VNP VI SV VP VRSP S SV VSO |

Step3: After saving the configuration, the sensor is added successfully. It will list all

the devices that have been added, as shown in the device list below, you can check

the connection status and basic information of the device.

| Devi
) Ol 2Rl
Device Name: Davice EUl Device Profiie Applcation Last Seen Actiated Operation
671300108 24E12871308 B ClassaOTAA doud 17 seconds aga v BE
67130108 2E124T13CE ClassA OTAA dloud 28 minutes aga % Be
e713co107Es HENHTIICU ClassA OTAA doud o ]%]

Shawing 116 30/ 3 rows

Step4: You can also click “Bulk Import” if you want to add many sensors all at once.

Import File | m Template Download

Click “Template Download” to download template file and add device information to

this file. Application and device profile should be the same as you created on web

page.
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A B G D E F G H I
1 nane description deveui application deviceprofile appkey devaddr appskey nwlkskey
2 |24e1242131323266 24e1242191323266 cloud ClassC—QTad 1122334455067788%992a112253445580

3
4
5

And then import this file to add bulks of devices.

(4) Data Transmission

You can create a new application on this page, which is mainly used to define the
method of decoding the data sent from end-device and choosing the data transport
protocol to send data to another server address. The data will be sent to your custom
server address using MQTT, HTTP or HTTPS protocol.

Step1: Go to “Network Server” > “Application”.

Step2: Click to enter the configuration page, displayed as the following picture:

Status General Applications Profiles Device
Packet Forwarder | Applications

Name | cloud ‘
Network Server

Description | cloud ‘

Payload Codec | None v‘

Step3: Click “Save” to create this application.

The meanings of the options on the interface are as follows:

T
'
|
'
|
'
|
'
1
'
|
'
|
'
|
'
|
'
|
'
|
'
|
'
1

Function Introduction

Enter the name of the application profile.

E.g Smoker-sensor-app.
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Enter the description of this application.

Description
E.g a application for smoker sensor.

Select from: “None”, “Cayenne LPP”, “Custom”.

None: This mode enables devices not to encode data.

Cayenne LPP: This mode enables devices to encode data with the
Payload Codec ! Cayenne Low Power Payload (LPP).

Custom: This mode enables devices to encode data with the
decoder function and the encoder function which you have
entered the code.

Data will be sent to your custom server using the MQTT,HTTP

or HTTPS protocol.

HTTP or HTTPS:

Step 1: select HTTP or HTTPS as transmission protocol.

Type HTTP =

Step 2: Enter the destination URL. Different types of data can be sent to different

URLs.



Milesight
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Data Type URL

Uplink data

Join notification

ACK notification

Error notification

Enter the header name and header value if there is user credentials when accessing

the HTTP(s) server.

| HTTP Header
Header Name Header Value Operation
| |
The meanings of the options on the interface are as follows:
Item i Description
HTTP |HeaterName |AcoresetoffiedsinHTTPheader.
Header | Header Value | Value of the WTTP header, '
T owtaType | Dstapesent o HTTRMTTRS server,
b it i -
URL E Topic E Topic name of the data type using for publish
URL | HTTR/HTTPS server URL fo receive data.
MQTT:

Step 1: Select the transmission protocol as MQTT.

Type | maTT '
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Step 2: Fill in MQTT broker general settings.

| General

Broker Address

|
Broker Port |

Connection Timeout/s | 30

|
|
Client ID | |
|
|

Keep Alive Interval/s | 60

Step 3: Select the authentication method required by the server.
If you select user credentials for authentication, you need to enter the username and
password for authentication.

| User Credentials

Enable il

Usemame ‘ |

Password ‘ 225 |

If certificate is necessary for verification, please select mode and import CA certificate,

client certificate and client key file for authentication.

| TLs

Enable =]

Mode | Self signed certificates A4 |

care | =
Client Certificate File | |

Step 4: Enter the topic to receive data and choose the QoS.
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Data Type topic
Uplink data | devices/UR6Timessagesievent: | [ aes0 v
Downlink data | ‘ | aoso v
Multicast downlink data | ‘ [ aoso v
Join notification | \ | aoso v
ACK notification | ‘ [ aeso v
Error notification | ‘ | coso v

The meanings of the options on the interface are as follows:

Item : Description

R EEE—— e
| Broker i
i i MQTT broker address to receive data.
i Address i
e e TE T e T L]

i Broker Port

i
i
e T T T T
: : Client ID is the unique identity of the client to the server.
: Client ID : It must be unique when all clients are connected to the same server,
: : and it is the key to handle message at QoS 1 and 2.
é : If the client does not get a response after the connection timeout, the
é Connection : connection will be considered as broken.
é Timeout/s i Range: 1-65535
Ceres : i Default: 30
E : After the client is connected with the server, the client will send
E Keep Alive : heartbeat packet to the server regularly to keep alive.
E Interval/s : Range: 1-65535
E : Default: 60
_._._._._._._._._i ________________ _i .............................................................................
E Enable : Enable user credentials.
User :' '''''''''''''''' ';_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'_'__ '''''''''''''''''''''''''''''''''''''''''
) : Username i The username used for connecting to MQTT broker.
Credentials ; _ I |
i Password : The password used for connecting to MQTT broker.
I \ e e e A A A A
I I
i Enable i Enable the TLS encryption in MQTT communication.
I I
E : Select from “Self signed certificates”, “CA signed server certificate”.
TLS : : CA signed server certificate:verify with the certificate issued by
E Mode : Certificate Authority (CA) that pre-loaded on device.
E : Self signed certificates: upload the custom CA certificates, client
i : certificates and secret key for verification.
I L Sttt —
i i
: Data Type ; Data type sent to MQTT broker.
brmmimimeemena B I
Topic : Topic : Topic name of the data type using for publish
e
i ! QoS 0 - Only Once
| Qos :
I I

| This is the fastest method and requires only 1 message. It is also the
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most unreliable transfer mode.

QoS 1 - At Least Once

This level guarantees that the message will be delivered at least once,
but may be delivered more than once.

QoS 2 - Exactly Once

QoS 2 is the highest level of service in MQTT. This level guarantees that
each message is received only once by the intended recipients. QoS 2 is

the safest and slowest quality of service level.

________________ g

1YV SISV VS SV SV VIV SV VIV O VIV |

(5) Device Payload

EM310-UDL reports basic information of sensor whenever it joins the network.

T
i i . .
Channel Type i Description
_______________
i 01(Protocol Version) : 01=>V1
e B e e R
i i
g 09 (Hardware Version) i 0140 => V14
s
I
: Oa (Software Version) 1 0114 =>V1.14
ff R I
: Ob (Power On) ! Device is on
frorTrTTT s fmr T T T T T T T T T T T T T T e T
i Of (Device Type) : 00: Class A, 01: Class B, 02: Class C
I et L LT L P L P e o
| 16 (Device SN) | 16 digits
________________ NN O,
Example

e T T T T T T T === =" =TT R ] r=-="="T°"T Tt T
| | | | |
Channel i Type i Value | Channel | Type | Value
| | | | |
I demememememimeen S R S S —
i i i i 01 i
i 0b i | i i
ff i i ff (Reserved) i ff i (Protocol i 01 (V1)
i (Power On) i ! ! !
I I I I Version) I
B A o e dem e e
i i i | 09 i
! 16 I 6713b3105667 ! ! !
ff ! ! ! ff ! (Hardware ! 0100 (V1.0)
| (Device SN) | 0013 i i !

! ! ! ! version) !
A —— S | oo e O RN
| Oa f f | |

! ' 0100 ! ! of ! 00

ff ' (Software ! i ff ! !
! _ ! (V1.0) i ! (Device Type) ! (Class A)
: version) : : : :
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T
Channel Type . Description
_______________ 1{-._._._._._._._._._._._._._._._'r_._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._._.
I
01 i 75(Battery Level) i UINT8, Unit: %
_______________ e e e b e
i i
03 i 82 (Distance) i UINT16, Unit: mm
) I e e oo o] 1 —
: . N i 00: Normal (horizontal offset angle < 20°)
% 0 (DevieePosiiom) L or it (horizontal offset angle 220
Example
017562 03 82 44 08 04 00 00
. e pormrmrmmmmem Tt T T T PoomimimeTeTioeoes
I I I I I
Channel | Type | Value | Channel | Type i Value
I I I I I
L LSSt S eI {eirietaateee SR
i i i i | 44 08 => 08 44
i 75 i i i 82 i
01 i | 62=>98% | 03 i i =2116 mm =
i (Battery) i i i (Distance) i
i i i ! ! 2.1 m
o st it bmemememememomees drmememomomimioeod boomomimemeoioeoees
I 00 (Device ! ! 0 !
04 ! I 00=Normal ! ! !
! Position) ! ! i i
I EE——" A& | e Ll ]

EM310-UDL supports downlink commands to configure the device. Application port is
85 by default.

Channel Type : Description

Example: Set reporting interval as 20 minutes.

ff03b004

.

2.3.4 Application Example

Taking Milesight loT Cloud as an example, the gateways can be added to loT Cloud,

and then data can be sent to the Cloud for management as shown below.
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=
B witesight o7 Cloud

~

B e 0=0 o)
2—{3 4|5|6|7 MQI

Q
7

"

Stepl: Go to “Packet Forwarder->General” page to enable the embedded network

server.

General Radios Advanced Custom Traffic

Packet Forwarder | General Setting

Gateway EUI 24E124FFFEF12257

Network Server
Gateway ID 24E124FFFEF12257
Network Frequency-Sync Disabled ~

Multi-Destination

System

D Enable Type Server Address Connect Status Operation
Maintenance

0 Enabled Embedded NS localhost Connected E

Step2: Go to “Packet Forwarder-> Radio” page to select the antenna type, center

frequency and channels. The channels of the gateway and nodes need to be the

same.
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Region Us915 v/
Name Center Frequency/MHz
Radio 0 [ 9043 |
Radio 1 | 905.0 |

Multi Channels Setting

Enable Index Radio Frequency/MHz
0 | Radio0 v [ 5039 |
1 | Radioo v| [ 9041 |
2 | Radio0 v| [ 5043 |
3 | Radiod v| [ 9045 |
4 ‘ Radio 1 v| | 9047 |
5 | Radio 1 v [ 9049 |
6 \ Radio 1 v| [ 5051 |
7 | Ratio 1 v| [ 9053 |

Step3: Go to “Network Server” — “General” page to enable the network server and

“Cloud mode”, then select “Milesight IoT Cloud”.

Status General Applications Profiles Device
Packet Forwarder | General Setting
Enable
Network Server
Cloud Mode
Metwork | Milesight loT Cloud v‘
NetiD | 010203 |
SyEm Join Delay | 5 ‘ Sar
RX1 Delay | 9 ‘ cer
Maintenance
Lease Time | 8760-0-0 ‘ hh-mm-ss
Log Level | info v‘

Step4: Log in the Milesight 10T Cloud. Then go to “My Devices” page and click “+New
Devices” to add gateway to Milesight IoT Cloud via SN. Gateway will be added under

“Gateways” menu.
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N
@D wiesight o cioud Zhang David .

@ oaswwears Devices Gataways +

By Devices

@ e
Trggers

Assodated Devices
o e (Joined /Not Jomned /Failed) tact Upduies

B repors ol e 170 oe Y
= J——

& sharing Center

jor ]

Step5: The gateway is online on Milesight l1oT Cloud.

A

@ oasnooar Devices Gateways +
& wap
s 56 Associated Devices e dika
. = (oined /Not Joined Faled) ot
el miggers
Reports I 1170 4 minut
B = il ‘ —
B svent cen=
H P fora oas
& Sharing Center "
2 e
=

You can also add sensors to the gateway on IoT Cloud, the steps are as follows:
Step1: Go to “My Devices” page and click “+New Devices”. Fill in the SN of the device
and select an associated gateway.

Add Device

*SN: | 6713832176

* Name: | EM310

# Associated Gateway: UG Gateway

* Device EUI:

* Application Key: = 5572404c696e6bdcEi .
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Step2: After the device is online in Milesight loT Cloud, you can check the data via web
page or mobile App and create dashboard for it.

@ pashboard Devices Gateways e
B3y evices
Q ) Normal 1 H Alam 0 al Offine 1 ® Inactive 0 + New Devices
2 map
Status Name Interface Status Update Time

Triggers

1 Normal 2.136m
ull disioin Device Position Distance B @O
BY reports 6713832177 " 3
B2 event center @@ o~ off off on 2020-09-15 & @
N il B O v @
ol 613543123378 Button 1 Button 2 Button 3 09:53 = A

&5 sharing Center

R ]




I\filesight BETTER INSIDE, MORE IN SIGHT

Chapter lll Services

Milesight provides customers with timely and comprehensive technical support
services. End-users can contact your local dealer to obtain technical support.

Distributors and resellers can contact with Milesight directly for technical support.

Technical Support Mailbox: support@milesight.com
Web: https://www.milesight.com

Online Problem Submission System: https://www.milesight.com/service/feedback.asp

MILESIGHT USA

TEL: +1-800-561-0485
Add: 220 NE 51t ST Oakland Park, FL 33334, USA

MILESIGHT KOREA

TEL: +82-2-839-3335
Add: 925, Anyang SK V1 Center, LS-ro 116beon-gil, Dongan-gu, Anyang-si, Korea

MILESIGHT CHINA

TEL: +86-592-5922772
Add: Building C09, Software Park Phase Ill, Xiamen 361024, Fujian, China

Milesight

Better Inside, More in Sight


https://www.milesight.com/
https://www.milesight.com/service/feedback.asp
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